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Executive summary

This document represents Deliverable D5.5, titled "AI4TRUST Platform v1" for the Horizon
Europe project AI4TRUST “Al-based technologies for trustworthy solutions against
disinformation". D5.5 is the second deliverable of Work Package 5 (WP5) - "Technical
implementation of the platform & Security Framework". It is closely interconnected with other
Work packages, specifically WP2 ("Methodological design, data gathering and pre-processing"),
WP3 ("Al-driven data analysis methods"), WP4 ("Human-Centred Explainability, Interpretation
and Policy"), and WP6 ("Piloting, Assessment & Fact-checking").

The deliverable marks the initial release of the AI4TRUST platform. It also formalises the
availability of the main technical components developed in WP3. This first version of the platform
will be tested by consortium end users (i.e., fact-checkers and journalists) during the first piloting
phase in WP, starting in October 2024.

The deliverable is structured as follows:

e Introduction: an overview of the platform and its objectives;

e Platform Overview: a detailed description of the platform's architecture and functionality;

e Front-end: this section covers the user-facing components, such as login, file upload, and
the analysis modules (i.e., image, video, text, and audio processing);

e Back-end: the technical implementation, including the OpenAPI specifications for platform
operations, authentication, and media analysis (i.e., image, video, text, and audio);

e Infrastructure: it focuses on the system structure, repository organisation, versioning
strategies, branching, documentation templates, and issue tracking mechanisms;

e Integration and Deployment: it describes the steps for the local integration and the
deployment of the platform, ensuring smooth operation across different environments;

e Conclusions and Recommendations: the deliverable closes with a summary of key findings

and future recommendations for improving the platform.

This initial version of the AI4TRUST platform lays the groundwork for the project goal of combating
disinformation through Al-driven solutions, while ensuring compliance with privacy and ethical
standards. The insights gained from the upcoming piloting phase will further refine the platform
capabilities.
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1. Introduction

The AI4TRUST “Al-based Technologies for Trustworthy Solutions Against Disinformation" project
is a pivotal initiative aimed at bolstering the human capacity to counter misinformation and
disinformation across the European Union (EU). This ambitious project seeks to empower
researchers, fact-checkers, media practitioners, and policy makers by equipping them with
cutting-edge Al technologies (WP3). These technologies are designed to address the multifaceted
challenge of mis/disinformation through a comprehensive approach that encompasses
multichannel, multilingual, and multimodal monitoring. Specifically, AI4TRUST targets the
detection and recording of false information across diverse online social media platforms and

traditional news outlets, ensuring coverage of about 70% of EU media and user interactions.

The project's core objectives are threefold: 1) to enable robust monitoring across various
communication channels, languages, and content types; 2) to assess the risks associated with
unreliable information consumption; and 3) to foster a trustworthy online environment. This
environment will facilitate collaboration among researchers, fact-checkers, media practitioners,
and policymakers, aiding in the creation and dissemination of accurate information and effective
counter-narratives, while simultaneously labelling and addressing misinformation and
disinformation.

Deliverable D5.5, titled "AI4TRUST Platform v1", marks a significant milestone in this endeavour.
As the second deliverable of Work Package 5 (WP5) - "Technical Implementation of the Platform
& Security Framework", D5.5 represents the initial release of the AI4TRUST platform. This
deliverable encompasses a detailed presentation of the platform functionality, which is crucial for

understanding its capabilities and operational framework.

The document is structured to provide a comprehensive overview of the platform. It begins with an
introduction to the platform and its objectives, followed by an exploration of the current version of
the platform architecture in the "Platform Overview" section. The "Front-end" section details the
user-facing components, including login processes, file upload mechanisms, and analysis modules
for image, video, text, and audio content. The "Back-end" section focuses on the technical
implementation, including OpenAPI specifications for various platform operations. Further, the
"Infrastructure" section outlines the system organisational structure, repository management,
versioning, and issue tracking. Finally, the "Integration and Deployment" section describes the
processes for local integration and deployment to ensure seamless operation across different
environments, while the "Conclusions and Recommendations"” section summarises key findings
and suggests future improvements.
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This first version of the AI4TRUST platform lays the foundation for the project overarching goal of
mitigating mis/disinformation through Al-driven solutions. The forthcoming piloting phase (WP6)

will provide valuable insights that will refine the platform capabilities.
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2. Platform Overview

The first version of the AI4TRUST platform focuses on the “Al-driven data analysis methods”.
These methods provide the user with textual, audio and visual analysis tools that can check in detail
single news items (see Figure 1). In practice, users can provide to the AI4TRUST platform either a
text - e.g., the textual content from a “Facebook” post - or a link to an image/audio/video - e.g., the
link of a “YouTube” video - in order to obtain the results of the analyses carried out.

Al-driven data analysis methods

Disinformation
Signals Detection

Checkworthy Claim

Detaction Verdict Generator

Textual Analisis

. - Audio Anomaly
T + Audio Analysis Detection

Video Deepfake
Detection

Audio Deepfake

Detection Transcription

i () 2

Al-generated Image
Detection

Visual Analysis Reverse Video Search

Figure 1 - Textual, audio and visual analysis tools of the first version of the AI4TRUST platform
In detail, the tools offered to the user are:

e Disinformation Signals Detection: This tool analyses text content, detecting instances of
hate speech, offensive language, and clickbait (e.g., use of sensational, exaggerated, or
ambiguous language, Over-the-Top/"Catchy" Headlines).

o Check-worthy Claim Detection: This tool indicates whether the text is worthy of
verification and assigns a corresponding score.

e Verdict Generation: This tool helps users verify the accuracy of a given claim by analysing
a reliable information source (such as an article or report) related to the claim’s topic by
providing a verdict indicating whether the claim is true or false, along with the reasoning
behind this conclusion.

o Audio Anomaly Detection: This tool analyses the audio segment by segment and identifies
anomalous segments (segments which might comprise splicing points or which might have
been generated using Al).

o Audio Deepfake Detection: This tool analyses the audio as a whole and indicates whether
the audio is real or was fully generated using Al.

e Audio Transcription: This tool transcribes into text the spoken content in the input audio or
video file.

o Video Deepfake Detection: This tool analyses a video through a set of Al detectors and
provides a probability of the video being a deepfake.

11
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e Reverse Video Search: This tool checks whether near-duplicates of a video are present on
the Web, and debunks fakes that are based on video re-use in a different context.
e Al-generated Image Detection: This tool analyses a video through a set of Al detectors and

provides a probability of the video being a deepfake.

As shown in Figure 2, to enable these tools, the first version of the AI4TRUST platform envisages
a frontend (that offers the functionalities to the user), a back-end (that is responsible to collect the
frontend requests and communicate properly with the corresponding service), and a number of

Al4TRUST services (performing the actual analysis).

WP3 Services

—» Service 1

Front-end Back-end —» Service 2

L3> Service N

Figure 2 - First version of AI4ATRUST platform

Each component adheres to high-security standards, including authentication and encryption, to
ensure secure communication between parts, enhance usability, and safeguard user data. For
further details on security, please refer to Sections 3.1.1 and 4.1.1.

This first version of the AI4TRUST platform is suitable for enabling the forthcoming pilot evaluation
(envisaged in WP6 activities) to highlight the value of the “Al-driven data analysis methods” and
show when these could be used in the end-users’ workflows, which of these take priority for the
end-users and how much these can be considered reliable, helping also the refinement of the
individual exploitation plans (envisaged in WP7 activities).

Furthermore, it is worth noting that the “Al-driven data analysis methods” offered in this first
version of the AI4TRUST platform will constitute the foundation of the automated pipeline that will
power the next releases of the platform. In particular, these tools will enable the “News Items
Monitoring Dashboard” of the second version of the AI4TRUST platform (that will be described in
the forthcoming “D5.6 - AI4TRUST Platform v2”) and of the “Analysis at-scale of collected data”
of the final version of the AI4TRUST platform (that will be described in the forthcoming “D5.7 -
Final AI4ATRUST Platform”). The feedback received from the end-users will thus be essential to

12
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improve the “Al-driven data analysis methods” and consequently the performances of the next
releases of the platform.

3. Front-end

The front-end serves as the primary interface for user interactions on the AI4TRUST Platform.
Accessible via a web-based Ul, this first version offers a user-friendly environment enabling users
to seamlessly access and utilise a suite of Al tools designed to tackle disinformation. By adhering
to key design principles and employing also a mobile-first approach, the application ensures full
responsiveness and compatibility with different devices and display configurations. The platform
also offers an additional dark mode option. An example can be seen in Figure 3.

il
PN

Fl e
o o

Content Content
Analysis Analysis

0o
Here you can start your analysis of news \ r analysis of news
items. By providing a text or a i . B dir textor a
supported link of a video, image or supported link ¢ deo, image or
audio, the AI4TRUST platform will audio, the AI4TRUST platform will
provide you with type-specific results. i ith type-specific resuits.
For information on which platforms are
supported and the available languages,
please refer to the supported platforms
and supported languages documents.
Video Image Audio Text ideo Audio
n this section, you can paste the link to a paste the link to a

video in which the visual component can be

analyzed
e
Click here to see the list of available tools ck here to see the list of available tools
The compatibility of Reverse Video Search on { Reverse Video Search on
the Web is limited (i.e., incompatibilities are 2b is limited (i.e., incompatibilities are
expected) expected)
i}

Some of the videos on the supported platforms

Figure 3 - Responsive design: Light mode (left), Dark mode (right)

As for the structure, it is organised as follows:

13
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e Home page (Section 3.2): A landing page containing a brief introduction to the platform;

e Authentication page (Section 3.2): Contains a form used for user authentication;

e Content Analysis (Section 3.3): Contains an interactive form used as input for the different
WP3 services, grouped by content type (i.e., image, video, text, audio);

e Image/Video/Audio/Text Analysis (Sections 3.3.1, 3.3.2, 3.3.3 and 3.3.4): The analysis
page contains the results of each WP3 service, and differs depending on the content type

of the input.

A visual example of the user flow can be seen in Figure 4. Both the home and the authentication
pages can be accessed without any kind of authentication (represented in grey), while the analysis
interfaces require a username and password (represented in blue). For further details about the
authentication process, the security standards used, and the overall methods used to ensure the

protection of the platform, please refer to Sections 3.1.1 and 4.1.1.

/analysis
/ fauthentication

fimage Nideo

—>  —

Figure 4 - User interface workflow

3.1. Implementation

The application is built entirely with React?, utilising TailwindCSS? and the DaisyUI* component
library for design. These tools enhanced code readability and accelerated the development process,

while maintaining a simple and intuitive design.

To manage the various packages of the project, Yarn* was utilised, effectively mitigating
dependency-related issues and environment inconsistencies.

Zustand® was utilised for global state management. As a lightweight, performant, and scalable
state management library for React, it streamlines the process by enabling the creation of stores
with minimal boilerplate code. This approach enhances efficiency in managing and sharing state

! https://react.dev/
2 https://tailwindcss.com/

3 https://daisyui.com/

4 https://yarnpkg.com/

5 https://zustand-demo.pmnd.rs/

14
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across components, without the added complexity associated with more extensive libraries like
Redux®.

To handle the routing process, React Router V6’ was used, enabling seamless client-side routing
and enhancing user experience by allowing dynamic navigation without full page reloads.

For the structure of the front-end development project, a "grouping by file types and features" one
was employed. This organisational approach categorises files based on their types, such as
components, utilities, and assets, as well as by specific features or functionalities. The advantages
of this structure include improved maintainability and scalability, enabling easier location and
management of related files. It also enhances collaboration among team members, facilitating a
clearer understanding of the project’s architecture. By aligning files with their respective features,
this structure supports modular development and encourages code reusability, ultimately leading
to a more efficient workflow.

An illustration of the front-end structure can be seen in Figure 5.

— public/

— src/

| — assets/

| L— main.css

— components/

|— authentication/

| — SubcomponentA.jsx
|— SubcomponentB. jsx

[T

index.jsx
uploadForm/

F—— SubcomponentA. jsx
SubcomponentB. jsx

T

index.jsx

\

C

i
Dropdown. jsx
Tooltip.jsx

FTTT

index.jsx
P3Tools/
Audio/

=

|
|
|
|
I
]
I
I
I
]
I
]
I
I
I
]
I
I
i

T

6 https://redux.js.org/

7 https://reactrouter.com/
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/
— verdictGeneration/
L

Descriptions/
F—— VideoDeeepfakeDescription.jsx
P—— AudioTrascriptionDescription.jsx

-

L— index.jsx
ooks/
— useAuth.js

— useAutoresizeTextArea.js
L

|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
h

layouts/

— AuthLayout/

— MainLayout/

— ToolLayout/

I_ ° e e

pages/

F—— AnalysisPage.jsx
— ErrorPage.jsx

F—— HomePage. jsx
I_...

store/
F—— useSharedAnalysisStore.js
— useAuthStore.js

— index.js

I_ ° o e

utils/

L— Utils.js

submodules/

L— aidtrust-backend-openapi/...
target/...

I e e e

T

Figure 5 - Front-end project structure

The public/ folder contains all the static assets such as images, favicons, etc.

16
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The main project content lies under the src/ folder, which contains the following sub-folders:

e assets: contains the main assets used by the project codebase. In this case it contains the
main css file, which is used as the entry point for importing Tailwind’s base styles and to
configure additional custom styles.

e components: It contains all the component-related code. Each component file is grouped
together inside folders. For organisational purposes, WP3 tools are grouped together under
a folder. Ul/atomic components are grouped under the ui/ folder.

e hooks: The hooks folder contains all the custom hooks for the platform.

e layouts: it Contains the layouts of the platform, such as the MainLayout, used to define
both the navbar and footer, or the AuthLayout, used to protect the routes from access
without authentication.

e pages: This folder contains all the pages of the website, where the components are
rendered.

e store: This folder contains all the Zustand store hooks for state management.

e utils: The utils folder contains all the utility functions (e.g., string-related functions,
functions for tailwind colour-class generation, etc.).

The submodules/ folderis used as a container for the back-end openAPI, which is used to generate
the APIs situated in the target/ folder. For additional information, see Section 4.2

To maintain a clean code, SonarLint® was used to enhance code quality, improve maintainability,
and ensure adherence to the latest standards and conventions.

3.1.1. Security

The first layer of protection for the platform resides in the authentication process, which requires
users to provide a username and a password. Currently, access to the platform is available for
consortium partners only, therefore account creation is not available through the platform and is
managed manually. The frontend of the platform employs an SSL certificate and API calls are
secured via the HTTPS protocol.

Upon successful login, a JWT token®, and a refresh token is returned; the latter is used to request a
new token upon expiration. Both tokens are stored securely (through the secure!® attribute) and
are transmitted exclusively to the server in encrypted requests over HTTPS, safeguarding them

against man-in-the-middle!! attacks. Additionally, the refresh token includes the httpOnly

8 https://www.sonarsource.com/products/sonarlint/

® https://jwt.io/

10 https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies#security
11 https://developer.mozilla.org/en-US/docs/Glossary/MitM
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attribute, preventing modification through JavaScript, thus reducing the risk of cross -site scripting*?

attacks.

Each protected call checks for the validity of the JWT (if it is expired or forged). In case the given
JWT is expired, it asks for a new JWT using the refresh token, and it is updated consequently. If the
JWT check is not valid due to manual alterations (injection of fake/aterated tokens), it logs out the

user.

3.2. Platform Entry and Access Points

The entry point of the platform, shown in Figure 6, features a brief welcome message.

£ 4% ATRUST Piatiorm 2 ) Logn

Welcome to the
AIATRUST platform

Pilot v.1

Figure 6 - Home page

12 hitps://developer.mozilla.org/en-US/docs/Web/Security/Types_of_attacks#cross-site_scripting_xss
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The access point (see Figure 7) features a login form for user authentication. React Hook Form?!3 is
used to implement a performant and robust schema validation, ensuring that the authentication
process maintains high security standards. For further details about the authentication process, the
security standards used, and the overall methods used to ensure the protection of the platform,
please refer to the respective sections 3.3.1 and 4.4.1.

;%f & ATRUST Pistiorm B ) Login

Login

@

Figure 7 - Login page

3.3. Content Analysis

The content analysis page serves as an entrypoint for providing content input for the analysis step.
It includes a selector based on the type of input to be analysed (see Figure 8).

13 https://react-hook-form.com/
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Content Analysis

Here you can start your analysis of news items. By providing a text or 2 supported link of a video, image
or audio, the AIATRUST platform will provide you with type-specific results

For information on which platforms are supported and the available languages, please refer to the
supported platforms and supported languages documents.

Video Image Audio Text

In this section, you can paste the link to a video in which the visual

component can be analyzed

Click here to see the list of available tools v

L]
The compatibilty of Reverse Video Search on the Web is limited (i.c.,
incompatibilities are expected)

e
Some of the videos on the supported platforms may not be downloadable due to
access restrictions put in place by the video uploader

Content Analysis

Here you can start your analysis of news items. By providing a text or a suppoerted link of a video, image
or audio, the AIATRUST platform will provide you with type-specific results.

For information on which platforms are supported and the available languages, please refer to the
supported platforms and supported languages documents.

Video Image Audio Text

I this section, you can paste the link to an audio or video footage where

AI4TRUST

Content Analysis

Here you can start your analysis of news items. By providing a text or a supported link of a video, image
or audio, the AI4TRUST platform will provide you with type-specific results

For information on which platforms are supported and the available languages, please refer to the
supported platforms and supported languages documents.

In this section,

Video Image Audio Text

you can paste the link to an image to be analyzed

Click here to see the list of available tools v

Only "direct" links to images are supported, i.., on your web browser, right-click

on the image and select "copy image link”. If the option is not available, currently
that image cannot be analyzed

Content Analysis

Here you can start your analysis of news items. By providing a text or a supported link of a video, image
or audio, the AI4TRUST platform will provide you with type-specific resuits.

For information on which platforms are supported and the available languages, please refer to the
supported platforms and supported languages documents.

Video Image Audio Text

In this section, you can copy and paste the text to be analyzed.

the audio component can be analyzed.
Click here to see the list of available tools v

Click here to see the list of available tools ~ °

Check-worthy Claim Detection works only on paragraphs under 1000
characters and will truncate longer sentences

Figure 8 - Upload page Ul for Video (upper-left), Image (upper-right), Audio (lower-left) and Text
(lower-right) inputs

Video, audio and image inputs require the content URL; for text inputs, the platform accepts the

textual content and an optional title.

Additionally, both audio and text inputs require a language to be selected from a list of available

languages (see Table 1).

Category Tool English Greek Romanian Ita.lian Spanish Polish German French
(en) (el) (ro) (it) (es) ()] (de) (fr)
Al-generated
hnag% TH— Language Language Language Language Language Language Language Language
Analysis Detection Agnostic | Agnostic | Agnostic | Agnostic | Agnostic | Agnostic | Agnostic | Agnostic

Video
Analysis

Reverse video
search on the
Web

Language
Agnostic

Language
Agnostic

Language
Agnostic

Language
Agnostic

Language
Agnostic

Language
Agnostic

Language
Agnostic

Language
Agnostic
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English Greek Romanian Italian Spanish Polish German French
Category Tool .
(en) (el) (ro) (it) (es) (pl) (de) (fr)
Video
DeepFake Language | Language | Language | Language | Language | Language | Language | Language
P . Agnostic | Agnostic | Agnostic | Agnostic | Agnostic | Agnostic | Agnostic | Agnostic
Detection
Audio es no es es es es es es
Transcription v v v v o i v
. Audio
Audio not not not not not not not
Analysis Deepfake yes optimised | optimised | optimised | optimised | optimised | optimised | optimised
4 Detection P P P P P P P
Audio Anomaly not not not not not not not
. yes e . . . . . e
Detection optimised | optimised | optimised | optimised | optimised | optimised | optimised
Disinformation
Signals yes yes yes yes yes yes yes yes
Detection
Text Check-worthy
Analysis Claim yes no no yes yes no no no
Detection
Verdict
. yes no no no no no no no
Generation

Table 1 - List of supported languages

Similarly to the login page, each form on the upload page undergoes schema validation to ensure
the accuracy of the initial input before sending it to the platform back-end (see Chapter 4).

The analysis page for image, video, audio, and text is structured into two sections:

e Preview: The preview tab (situated on the left) contains the preview for the input content;
e Analysis: The analysis tab (situated on the right) presents the analysis result of each WP3

tool.

Both the preview and analysis tabs are customised for each type of input, as detailed in the
following subsections. The preview tab is fixed, allowing the user to keep the raw content in view
while scrolling through the analysis tab to interact with each tool. This setup ensures that users

can continuously reference the original content as they explore the analysis results.

Each tool includes a detailed explanation of its purpose and guidance on how to interpret the
results and is equipped with a timer that tracks its execution time, offering feedback to the users
about the current status of the analysis.
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3.3.1. Video
The video preview features a video player'* compatible with multiple sources (e.g., YouTube,
Facebook, Twitch, SoundCloud, Streamable, Vimeo, Wistia and DailyMotion). If the source is
unavailable or not compatible, a placeholder and a link to the content are provided. An example of
both the available and unavailable video previews can be seen in Figure 9.

Preview Preview

Nelson
Mandela .
. orry!
I CO n I C This platform is not compatible for preview. Please refer to the content source®

Speech

Figure 9 - Thumbnail preview: Compatible source preview (left), Unavailable/not compatible
source preview (right)

The video analysis shows the results for the video deepfake detection tool, and the reverse video
search.

The video deepfake detection tool employs a set of Al detectors to analyse whether a person’s face
has been manipulated using techniques such as Face Swap or Face Reenactment.

The video deepfake detection tool Ul presents a label indicating the final video analysis (see Figure
10). If at least one detector identifies segments of the video with manipulated content, the video is
marked as suspicious. Conversely, if no manipulations are detected by either model, the video is
considered either real or potentially manipulated using a deepfake method other than face swap

or reenactment.

14 React Player: https://github.com/cookpete/react-player?tab=readme-ov-file
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Preview Video Analysis

H Total time
, Deepfake Detection oo
- Nélson Mandela's Ico... B
(i}
(=8 This tool analyses a video through a set of Al detectors and provides a
. probability of the video being Al generated. The detectors behind the

' L scenes have been trained to detect two of the most popular face
| 2 49 Q YouTube [] manipulations in videos, namely face swaps and face reenactments. The
tool supports their detection by two corresponding models. Also, an
additional detector based on a state-of-the-art method has been
integrated and can be accessed on-demand by the user.

No manipulations detected!

Show More v

Figure 10 - Video Deepfake DetectionThumbnail preview

By clicking the "Show More" button, users can access a more detailed analysis of the results (see
Figure 11). This expanded view provides, for each model: a description of the model, the probability
that the video contains a manipulation tackled by that specific model, and a textual explanation of
the probability.

For benchmarking purposes, the platform also includes a state-of-the-art model known as the
Temporal Incoherence Checker'®, which can be run on-demand by the user. This model is included

for reference only and is not part of the AI4TRUST project.

15 https://ieeexplore.ieee.org/document/9710282
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Preview Video Analysis

H Total time
Deepfake Detection oD o

e
This tool analyses a video through a set of Al detectors and provides a
probability of the video being Al generated. The detectors behind the
scenes have been trained to detect two of the most popular face
* YouTube [] manipulations in videos, namely face swaps and face reenactments.
The tool supports their detection by two corresponding models. Also, an
additional detector based on a state-of-the-art method has been
integrated and can be accessed on-demand by the user.

No manipulations detected!

How to interpret the detector scores?

If any of the detectors produces a high detection score (>50), then it is
likely that the video is a deepfake. If all detectors produce low detection
scores (<50), then you should use some other detector — it is still
possible that the video is a deepfake, but the detectors haven't seen the
particular kind in their training.

Reenactment detector
This model detects if a person's face in the
acting or saying things they r r did usin

10.19%

No reenactment detected! That means that it is either a real video or
a video that has been manipulated using a different deepfake
method.

deo has been manipulated to make it look like
> reenactment teck

FaceSwap detector

This model detects if a person's face in the video has been replaced with someone else's

using the FaceSwap technique

No face swap detected! That means that it is either a real video or a
video that has been manipulated using a different deepfake method.

1 Total time
jl'emp?.rmql.!ncoherenceChecker B0

te consistencies in the video and identifies face

(1 https://ieeexplore.ieee.org/document/9710282

Show Less ~

Figure 11 - Video Deepfake Detection expanded
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The reverse video search tool works by identifying near-duplicate videos. It extracts a set of
representative keyframes from the video and conducts an automated search to find visually similar
content or matching videos. This helps detect whether content has been reused or modified across
different sources. The interface features multiple tabs, each dedicated to a specific function. As
shown in Figure 12, there are two main tabs: "Similar Videos", which displays the near-duplicate
videos found on the web, and "More Online Sources", which presents visually similar additional
content.

P review Reverse Video Search i

)
This tool checks whether near-duplicates of a video are present on the
Web, and debunk fakes that are based on video re-use in a different
context. The tool extracts a set of representative keyframes from the
video and uses them to perform an automated search for near duplicates

! of this video, on the Web.

2= e ————
Similar videos More online sources e +
> ) & Youlube [2

e Neélson Mandela's Ico...

Retrieved near-duplicate videos from the Web.

blipsu/wwew AIXIOK

Figure 12- Reverse Video Search: Similar videos tab selected

The tool also offers an explainability feature accessible via an additional tab labelled "List of
representative keyframes" (see Figure 13), which can be found under the three dots menu. This tab
displays the frames that were extracted and utilised for the automated search, providing insight
into the search process.
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If a more detailed reverse video search is desired, users can access the “Search additional
keyframes” tab, where a list of additional extracted keyframes is available. By clicking on a
keyframe, the user initiates a Google Lens reverse video search, allowing for a more thorough

examination of similar content.

Preview Reverse Video Search

This tool checks whether near-duplicates of a video are present on the
Web, and debunk fakes that are based on video re-use in a different
context. The tool extracts a set of representative keyframes from the
video and uses them to perform an automated search for near duplicates

! of this video, on the Web.

s N&lson Mandela's Ico...

——  ———
Similar videos More online sources &
£ Youlube [3
List of representative ¢
Additional Web soun keyframes ilar content.

Search additional
I keyframes

Figure 13 - Reverse Video Search additional tabs

Additionally, it provides options to download both the representative keyframes and the additional
extracted keyframes, through the download button.
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3.3.2. Image

The image analysis presents the results for the Al-generated image detection tool, which employs

a set of Al detectors to check whether an image was generated using different generative models
like Diffusion Models (DM)*® or Generative Adversarial Networks (GAN)Y.

As shown in Figure 14, the initial result is presented as a label indicating one of three outcomes:

suspicious: meaning at least one detector found the image likely to have been generated
using a known model;

inconclusive: meaning no detector found sufficient evidence to classify the image as Al-
generated;

not detected as synthetic: indicating that the image is either real or generated by a model
unknown to the detector.

Preview Image Analysis

Al-generated image 00:06:66
detection
o

This tool analyses an image through a set of Al detectors and provides
a probability of the image being Al-generated. There are different
generative models, namely GAN and Diffusion models, that the
detectors have been trained on, and we therefore refer to them as the
GAN and DM detectors, respectively. However, each detector may
occasionally detect synthetic images from other types.

The image is suspicious!

Show More v

Figure 14 - Al-generated image detection

By clicking the "Show More" button, users can access a more detailed analysis of the results (see

Figure 15). This expanded view provides, for each model: a description of the model, the probability
that the image was generated by that specific model, and a textual explanation of the probability,
offering deeper insights into the image's authenticity.

16 https://en.wikipedia.org/wiki/Diffusion_model

Y7 https://en.wikipedia.org/wiki/Generative_adversarial_network
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. Total time
Al-generated image 00:06:66
detection
o

This tool analyses an image through a set of Al detectors and provides
a probability of the image being Al-generated. There are different
generative models, namely GAN and Diffusion models, that the
detectors have been trained on, and we therefore refer to them as the
GAN and DM detectors, respectively. However, each detector may
occasionally detect synthetic images from other types.

The image is suspicious!

How to interpret the two detector scores?

If any of the two detectors produces a high detection score, then it is
likely that the image is Al-generated and there is reason to be
suspicious of it. If one or both of the detectors produce an
“intermediate” score, the result should be considered inconclusive,
but note that there is still reason to be suspicious of the image.

If both detectors produce low detection scores, then our models
declare a non-detection and you should use another detector. It is still
possible that the image is Al-generated, but our detectors haven't seen
the particular generative model in their training.

GAN Detector

This model has been trained to detect images generated through Al techniques known as
Generative Adversarial Networks (GAN). Some popular GAN-based generators are
ProGAN, StyleGAN, BigGAN, and CycleGAN. Occasionally, it may detect images
generated by Diffusion Models.

100.00%

Generative

a

in the image

DM Detector

This model has been trained to detect images generated through Al techniques known as
Diffusion Models (DM). Some popular DM-based generators are Latent Diffusion, Guided
Diffusion, and Glide. In addition it performs reasonably well on images generated by
commercial tools such as DALL-E (works well for versions 1and 2, we have noticed

in version 3), Firefly, and Midjourney (tested in version 5). Occasionally, it may
detect images generated by GANs.

61.47%

Not detected as synthetic by this model! That means that it is
either a real image or an image that has been generated by a
model that is unknown to this detector.

Show Less ~

Figure 15 - Expanded Al-generated Image Detection

www.ai4trust.eu

28



e
. 4

Funded by the European Union -

Horizon Europe \‘ H

(HORIZON-CL4-2021-HUMAN-01-27 1S www.ai4trust.eu

AI4TRUST

The image preview features a clickable thumbnail that expands to show the full image, as
illustrated in Figure 16.

@Click outside to close the preview

Figure 16 - Image preview

3.3.3. Audio
The audio preview contains a video player analogous to the video preview. The audio analysis
contains three tools: deepfake detection, audio anomaly detection and transcription (speech-to-
text).

The deepfake detection tool analyses the entire audio and indicates, with a probability, if it is likely
to be real or fully generated using Al tools (see Figure 17).

29



-
) AV 4
= Funded by the European Union '_1‘ r
** * Horizon Europe V‘\.‘ 1 _4t t
o ! WWwWWw.al4trust.eu

* * (HORIZON-CL4-2021-HUMAN-01-27 v

Al to fight disinformation)

Preview Audio Analysis

H Total time
, . Deepfake detection T
caree - NEISOR Mandela's Ico... :40:3
L
This tool analyses the audio as a whole and indicates whether the audio is
k__ real or was fully generated using Al. Note that the tool cannot be used to

identify partially spoofed content (for that, Audio Anomaly Detection can
be used). Audio Deepfake detection outputs a probability (value between
0% and 100%) indicating whether the audio is likely to be artificially
generated or not:

[ 2 .'19 & Youlube 3

Probability between 0% and 50%: the audio is likely to be real

Probability between 50% and 100%: the audio is likely to be artificially
generated

The tool can analyse audio in any language, but it is expected to have

better results for English. The accuracy measured on a multilingual
dataset of 30 files is 92%.

Probahility

0.00%

The audio is likely to be real

Figure 17 - Audio Deepfake detection

The audio anomaly detection tool (see Figure 18) segments audio into intervals of one-tenth of a
second, assigning a probability from 0 to 100% for each segment to indicate its likelihood of being
anomalous (i.e., containing splicing points or being Al-generated). It displays a graph illustrating
time against probability, featuring a 50% threshold, along with basic statistics that indicate the
percentage of anomalous versus bonafide segments in the audio. Selecting a point in the graph

sets the video preview to the corresponding timestamp.
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Preview Anomaly detection

This tool analyses the audio segment by segment and identifies
anomalous segments. By anomalous segments, we currently refer to
segments that might comprise splicing points or segments that might have
been generated using Al. The tool outputs the probability (value between
0% and 100%) of each segment being tampered with or not. The tool
allows browsing through the audio/video footage by clicking on the graph

[

«snewe - NEISORMandela’s Ico... 3

\ datapoints: clicking on a region sets the current video timestamp. The tool

;, — _— can analyse audio in any language, but it is expected to have better

ra i e accura ured on a dataset of M+ files

’ ‘D ° YouTuhe < rezt;}lf[s for English. The accuracy measured on a dataset of 1M+ audio files
is 93%.

babilty

1o

25%

Timestamp

Bonafide

2.53% 97.47%

0 Segments 347 out of 356

Figure 18 - Audio Anomaly detection

The transcription feature generates a text grouped by speaker, with an option to display the
confidence level for each word through a checkbox. Words are dynamically highlighted, and their
confidence level can be viewed by hovering over each word. Selecting a word within the
transcription syncs the video preview to the corresponding timestamp. Textual analysis can be

performed directly by selecting a portion of the transcription and clicking on the “Analyse selected
text” button, as shown in Figure 19.

31



Funded by the European Union
Horizon Europe
* * (HORIZON-CL4-2021-HUMAN-01-27
Al to fight disinformation)

7
: % www.ai4trust.eu

AIATRUST

2N

Preview Transcription i

o
This tool transcribes into text the spoken content in the input audio or
video file. The resulting text can be further analysed by selecting it or
parts of it and clicking the Analyse selected text button.The tool allows
Nelson Mandelas le..  : browsing through the audio/video footage by clicking on the words in
the transcript: clicking a word sets the current video timestamp. The
transcription confidence for each transcribed word can be shown by
using the appropriate toggle.

YouTube 3

Show transcription confidence

o

How to interpret the confidence level?

The confidence level indicates how certain the model is about each
specific word. It ranges from 0% (red) to 100% (transparent).

0% 100%

o Speaker (M)

Spot has the power to change the world he turns the power to

inspire it has the power to your night paper in a way that literally has

does expect to youth in a language they understand spot can create

hope were once that was only this bug

Analyse selected text @ °

Figure 19 - Transcription tool (selection for textual analysis highlighted in yellow)

3.3.4. Text

The text analysis page offers a preview similar to the image preview, where a portion of the text is

displayed and can be fully viewed upon clicking (see Figure 20).
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Buy my product!

Do you feel defeated by your weight struggles? Have you exhausted yourself with crash
diets and punishing exercise routines that only leave you feeling frustrated and hopeless?
It's time to hear about the latest and most exciting breakthrough in weight loss: a
revolutionary new diet product that will help you shed those extra pounds with ease and in
record time. Get ready to finally say goodbye to the weight that's been holding you back
and hello to the body of your dreams!\n\nAccording to experts, this product is backed by
scientific research and contains a powerful combination of natural ingredients that work
together to suppress your appetite, boost your metabolism, and burn fat. With this
product, you can say goodbye to cravings, hunger pangs, and stubborn fat once and for
all. \n\nOne satisfied customer, Ella Leyers, was skeptical at first but decided to give the
product a try. \"I've struggled with my weight for years and have tried every diet and
exercise program out there,\" she said. \"But nothing seemed to work. Then | heard about
this product and decided to give it a chance. I'm so glad | did! Within just a few weeks, |
had already lost 8 kilos. | feel more energized, confident, and happier than ever
before\"\n\nBut that's not all. In addition to helping you lose weight, this product also
provides a range of health benefits, such as improved energy levels, better sleep, and
reduced inflammation. Plus, it's safe, affordable, and easy to use.\n\nBy continuing to
struggle with your weight and not taking advantage of this breakthrough diet product,
you're putting yourself at risk for serious health problems in the future. If you don't act
now, your weight could continue to spiral out of control, leading to chronic illnesses such
as heart disease, diabetes, and even cancer. Don't let your weight hold you back from

living a happy and healthy life - take action today and try this revolutionary new product!!

@Click outside to close the preview

Figure 20 - Text preview

The analysis section includes 3 tools: disinformation signals detection, check-worthy claim
detection and verdict generation.

The disinformation signals detection tool analyses text content, assigning labels and corresponding
confidence levels to each sentence. Labels include hate speech, offensive language, and clickbait,
providing insights into the nature of the content. Users can select a specific label from the available
tab, which highlights the relevant sections of the text (see Figure 21). By hovering over a
highlighted word, the tool displays the confidence percentage, allowing users to assess the
likelihood of each label being accurate.
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Preview Text Analysis
Disinformation Signals oo
B Detection
uy my product!
i}

D feel defeated b ight q - ;
0 you Tee! deleated by your welg This tool analyses text content, detecting instances of hate speech,

offensive language, and clickbait (e.g., use of sensational, exaggerated,
yourself with crash diets and or ambiguous language, Over-the-Top/“Catchy” Headlines).After the
punishing exercise routines that only analysis, the system provides the detected text segment and the model's

struggles? Have you exhausted

leave you feeling frustrated and level of confidence (in percent) in identifying hate speech, offensive

. language, or clickbait within the segment.This confidence level efficiently
hopeless? It's time to hear about the . . . . . q q -
assists in assessing the potential presence of inappropriate or misleading
content. For example, the algorithm can detect hate speech in a specific
section of text with a 70% confidence level, indicating that it is 70% sure

of the existence of hate speech in this text.

Hate Speech Offensive Language m

latest and most exciti...

yourself with crash diets and punishing_exercise routines that only

leave you feeling frustrated and hopeless? It's time to hear about the

latest and most exciting_breakthrough in weight loss: a revolutionary

new diet product that will help you shed those extra pounds with ease

and in record time. Get read ¢ say_goodbye to the weight
86.00%
that's _been holding_you b# i ello_to the body of your

research and contains a powerful combination of natural ingredient:

hat work together to suppress your appetite, boost your metabolism,
RGO EL With this product,_you can say goodbye to cravings,

hunger _pangs,_and stubborn fat once and for all. \n\nOne satisfied

customer, Ella Leyers, was skeptical at first but decided to give the
product a try. \"I've struggled with my weight for years and have tried
every diet and exercise program out there,\" she said. \"But nothing

seemed to work. Then | heard about this product and decided to give

it a chance. I'm so glad | did! Within just a few weeks, | had already

lost 8 kilos. | feel more energized, confident, and happier than ever

before.\"\n\nBut that's not all. In_addition to helping_you lose weight

this _product also provides a range of health benefits, such as

improved energy levels, better sleep,_and reduced inflammation. Plus,

it's safe, affordable, and easy to use.\n\nBy_continuing_to struggle

with your weight and not taking_advantage of this breakthrough diet

product, you're putting_yourself at risk for serious health problems in

the future. If you don't act now, your weight could continue to spiral
out of control, leading to chronic ilinesses such as heart disease,

diabetes, and even cancer. Don't let your weight hold you back from

living_a happy_and healthy life - take action today and try this

revolutionary new product!!

Figure 21 - Disinformation signals detection
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The check-worthy claim detection labels content as either check-worthy or not, and provides a
score (or confidence), indicating the likelihood of that content being check-worthy (see Figure 22).
The criteria for determining check-worthy texts include appearing false, being of public interest,
impacting the public, or potentially causing harm. Such texts must contain factual claims. The tool

marks as non-check-worthy texts that are opinion-based or consist of easily verifiable facts (e.g.,
“The sky is blue”).

Preview Check-worthy Claim Detection ;'™
o

This tool indicates whether the text is worthy of verification using the
flags "is check-worthy" or "is not check-worthy" and assigns a
corresponding score. The score ranges from O to 100, representing the
confidence for the associated prediction. For example, a text that is
check-worthy with a score of 86 is check-worthy with 86% confidence. A
text is considered worthy of verification if it appears to be false, may be of
public interest, have an impact on the public, or potentially cause harm to
society, entities, groups, or individuals. Check-worthy texts contain
claims that are factual and verifiable. The tool marks as not check-worthy
the non-factual and non-verifiable texts, such as those containing
opinions only (non fact-checkable). Other claims that are not worthy of
verification are those that are factual but easily checked by the average
user (e.g., "Rome is the capital of Italy").

Vaccines interfere with your DNA.

Confidence

93.27%

The text is check-worthy
Figure 22 - Check-worthy claim detection

Verdict generation tool requires user input (see Figure 23), including a fact-checking source, a result

style in which the verdict will be written (social media or journalistic) and the number of relevant
sentences to consider in support of the verdict.
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Preview Verdict Generation st e

1]
This tool helps users verify the accuracy of a given claim by analysing a
reliable information source (such as an article or report) related to the
claim's topic. It provides a verdict—a shert text discussing the veracity of
the claim (i.e., whether the claim is true or false)—along with the
reasoning behind this conclusion. To enhance transparency and
credibility, the tool also returns the most relevant sentences from the
information source, allowing users to review supporting evidence without
having to read the entire document. The tool is currently available in
English. Parameters:
Vaccines interfere with your DNA + Style: The verdict can be written in either a journalistic or social media
style.
= Relevant Sentences: Specify the number of relevant sentences to be
returned in support of the verdict.
* [Fact-Checking Source: The text from the information source to be
used to verify the claim.

journalistic - 4

.:Il.; LidL il Ldil LuliudL pdauiuyerls diid LUAITD UdL we Hdve Hievel
encountered before, and it does not lose this potential as a result of
making a response.

“Indeed this is in large measure how our ancestors survived, and why we
are here now. Vaccines themselves are extremely unlikely to weaken the
mmune system, and the benefit they have given to both humans and

animals has been - and continues to be - enormous.”
Generate

Figure 23 - Verdict generation tool form

Once the input is given, the tool outputs the relevant sentences inside the fact-checking source,
and the final verdict. Both the input form and the results can be seen in Figure 24.
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P revi ew Relevant Sentences

Vaccines weaken your immune system In the video, Mr Bloom
said: “...it could be that if your immune system is degraded in a
few years time, the fact that you have had this jab may be a

complete reversal.

It may be then that you can't fly, you can't go into concerts, you can't
go into the pub because it's gone full circle and now what was maybe
Vaccines interfere with your DNA good for you today is not good for you then." Government advice
states that immunosuppressed adults "may not respond as well to the
Covid-19 wvaccine as others” and there is ongoing research to
establish the safety of the vaccine among people with existing

immunosuppressed health conditions.

However, there is no evidence to suggest that Covid-19 vaccines

weaken or “"degrade” healthy immune systems.

We spoke to the Science Media Centre who asked experts what they
thought of this claim. Dr Peter English, a retired consultant in
Communicable Disease Control, and former Editor of Vaccines in
Practice Magazine said: “As a vaccinologist, | cannot see how this

relates to anything that science tells us.

“I can see no reason to claim that current Covid-19 vaccines - all
of which seem to induce vigorous cellular immunity, as well as an
antibody response - are likely to impair future immunity in any
way." Professor Charles Bangham FRS FMedSci, Chair of
Immunoclogy, Imperial College London, added: “While some
infectious agents such as HIV can indeed weaken the immune
system, there is no evidence that the making of an immune
response itself - whether to a vaccine, a pathogen or a toxin -

weakens the immune system.

"The immune system has evolved to be remarkably powerful and
flexible, so that it can combat pathogens and toxins that we have
never encountered before, and it does not lose this potential as a
result of making a response. “Indeed this is in large measure how our

ancestors survived, and why we are here now.

Vaccines themselves are extremely unlikely to weaken the
immune system, and the benefit they have given to both humans

and animals has been - and continues to be - enormous.”

Verdict
(/]

There is no evidence to suggest that Covid-19 vaccines
weaken or "degrade” healthy immune systems. Vaccines
themselves are extremely unlikely to weaken the immune

system, and the benefit they have given to both humans and

animals has been - and continues to be — enormous.

Figure 24 - Verdict generation tool results
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4. Back-end

This section provides a detailed explanation of the implementation of the AI4TRUST Platform's
back-end and communication framework. It covers the technologies used, the handling of requests
between the front-end (web app) and WP3 services, the structure of their endpoints, and the

automated generation of these endpoints.

4.1. Implementation

The back-end component serves as an interface that connects each service's REST API to the
platform's standardised endpoints, facilitating seamless interaction between WP3 services and the
front-end module.

It is built using Spring Boot®, a robust Java-based framework that simplifies the development of
microservices by providing production-ready features with minimal configuration. Maven?? is used
for project management. It ensures a consistent project structure, simplifies the integration of
external libraries, automates the build process, and supports the scalability and maintenance of the
project throughout its development.

Figure 25 provides an overview of the platform's communication flow.

WP3 Services
—» —>» Service 1
Back-end —» —>» Service 2
—> —» Service N

Figure 25 - API request diagram

The front-end component interacts with the back-end, which in turns adjusts and forwards the
front-end requests to each WP3 service.

18 https://spring.io/projects/spring-boot

19 https://maven.apache.org/
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Each component communicates through a set of REST API layers defined using the OpenAPI?°
specification. This approach supports APl implementation across various development contexts,
encourages the use of automatic code generation tools, standardising the exchange of data
between the front-end and back-end components, and helps reduce SW bugs. For the AI4TRUST

platform, OpenAPI generator?! was used.

Starting from the OpenAPI definition, a server stub was generated, offering an initial skeletal
implementation of the server-side functionalities. This includes the foundational structure for
request handling, defining routes and endpoints, as well as establishing data structures. This
approach streamlines the development process by allowing the focus to shift towards
implementing core business logic, while also ensuring compliance with the defined API standards.

We also utilised OpenAPI Generator to create the client API, ensuring adherence to established
patterns and facilitating proper communication between the front-end and back-end components,

thereby eliminating the need for manual implementation and minimising errors.

The back-end project organises the code into three distinct layers: the model, responsible for
defining the data structure, which in this case is auto-generated; the controller, which handles
incoming HTTP requests and connects the API calls to the business logic; and the service, where
the core business logic is implemented, processing the data and interacting with the model. This

pattern promotes separation of concerns and enhances maintainability and scalability.

An illustration of the back-end project structure can be seen in Figure 26.

i
|
|
|
|
|
|
|
|
|
|
|
|
|
|

src
|_
— audio/

| — AudioConstants.java
| | AudioController.java
| L— AudioService.java
— video/

| — videoConstants.java
| — videoController. java
| L— videoService.java
— image/

| — ImageConstants.java
| — ImageController.java
| L— ImageService.java

— text/

mai
|— Java/ai4tr‘ust/backend/
|
|
|
|
|
|
|
|
|
|
|
|
|

20 https://www.openapis.org/

21 https://openapi-generator.tech/
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TextConstants.java
TextController.java
TextService.java
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Figure 26 - Back-end project structure

The java/aidtrust/backend/ folder houses the main project. Each sub-folder, representing a

specific category of the API, contains three key files: the constants file, which stores all category-
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related constants; the controller, responsible for managing the connection between API calls and
services; and the service file, which handles the business logic. This structure adheres to the Model -

Controller-Service (MCS) pattern and is applied to the following sub-folders:

e audio/, video/, image/, and text/: Handle the API calls related to the respective data
types;

e auth/: Manages API calls for user authentication, specifically between the back-end and
Keycloak;

e version/: Manages API calls related to platform version requests;

e languages/: Contains a file for each tool defining compatible languages, along with a
controller for managing API calls related to the platform’s language list.

The security/ folder includes the KeycloakClientRoleConverter.java file, which is
responsible for parsing Keycloak's response to enforce role-based access checks. Additionally, it
contains a configuration file that implements the Spring Security filter chain, managing the
platform’s authentication and authorization processes. For additional information, please refer to

the Spring Security Architecture®?.

The configurations/ folder contains the configuration files for each tool, where the bean
methods are defined to manage dependency injection and application context setup (as per Spring
@Configuration annotation?®). This structure ensures that the necessary objects are properly

instantiated and managed within the Spring framework.

The errors/ folder includes the definitions of known errors, an exceptions sub-folder where
specific exceptions are defined, and a controller?® dedicated to handling those exceptions. This
setup ensures a consistent approach to error handling across the application.

The utils/ folder contains an ObjectUtils.java file, which aggregates a collection of
functional utilities designed for use throughout the project.

The AidtrustBackendApplication.java file contains the entry-point of the application.

The resources/ folder contains all the openAPI specifications for the platform and WP3 services,
along with an application.yml file responsible for managing the Spring properties and
configuration.

The target/ folder contains the OpenAPI generated sources.

22 https://docs.spring.io/spring-security/reference/servlet/architecture.html

23 https://docs.spring.io/spring-framework/reference/core/beans/java/configuration-annotation.html

24 https://docs.spring.io/spring-framework/reference/web/webflux/controller/ann-advice.html
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4.1.1. Security

For authentication, the system employs Keycloak?s, an open-source identity and access

management solution, alongside a PostgreSQL?® database for user persistence.

The entire APl authorization process is handled through Spring Security 627, which offers built-in
support for common security concerns, and together with Keycloak, can handle user authentication,
role-based access control, and protection against common vulnerabilities like cross-site request
forgery?® (CSRF).

API calls are authenticated through JWT?° generated by Keycloak, and WP3 services are also
authenticated through specific API keys saved securely in the environmental variables of the

backend hosting machine.

An overview of the various layers of security of the AI4TRUST Platform is illustrated in Figure 27.
After the front-end obtains the JWT through the login operation, it requests an APl by sending the
JWT via HTTPS to the back-end. The back-end employs Spring Security to validate the JWT with
Keycloak, filters the request based on the user's role, and subsequently forwards the request to the

WP3 service using the corresponding API key.

Back-end

it
Front-end JwT APlrequest S APl key API request

3¢ Authentication
JWT request

!

Keycloak

Figure 27 - API request diagram

25 https://www.keycloak.org/

26 https://www.postgresql.org/

27 https://docs.spring.io/spring-boot/how-to/security.html
28 https://developer.mozilla.org/en-US/docs/Glossary/CSRF

29 https://iwt.io/
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4.2. OpenAPI specification

The OpenAPI definition between front-end and back-end defines the main access point for the
platform services, keeping systems and applications agnostic of each service's REST API
specification, while ensuring security and access control.

The AI4TRUST platform end-points are listed in the next sections, and are grouped based on their
purpose. Each endpoint (except for “/version” and the “/auth/login” endpoint) requires some sort of
authentication. In general, the endpoints defined for the WP3 services require a bearer token (JWT)
to be accessed, while most of the authentication end-points require the refresh token (HTTP-only
cookie), both obtained through the login step.

4.2.1. Platform

The platform end-points are used to obtain information related to the platform such as the current

version number and the platform available languages.

'S GET /version

This end-point returns the current version of the application. It is useful to check
compatibility between components (i.e. front-end-to-back-end compatibility).

'O GET /languages
This end-point returns all the available languages of the platform. It represents a superset
of all the languages available for each WP3 service.

4.2.2. Authentication

The authentication end-points are used for the user-based authentication of the platform. All the
end-points except for the login uses Http-only cookie3® authentication.

'3 POST /auth/login

The login end-point requires a username and a password, which are used to authenticate

the user and returns a JWT
POST /auth/refresh
The refresh end-point is used for requesting a new JWT. Useful when the current JWT

expires and the user is still logged on.
DELETE auth/logout
The logout end-point logs out the current user.

30 https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies

43


https://developer.mozilla.org/en-US/docs/Web/HTTP/Cookies

L/
3 \

) AV At’
Funded by the European Union [
Horizon Europe ""\ '\d

(HORIZON-CL4-2021-HUMAN-01-27

www.ai4trust.eu

Al to fight disinformation)

auth/status
The status end-point takes as input a JWT and returns its status.

4.2.3. Image

The image end-points are used to request a service on images.

/image/deepfake-detection
The image deepfake detection endpoint takes an image URL as input (through a query
parameter), and starts an Al-generated image detection job. To keep track of the status of
the job and to retrieve the finished result, it returns a request id.
/image/deepfake-detection/status/{req_id}
The image deepfake detection status end-point takes a request id as input (through path),
and returns the status of the request. The status can be “PROCESSING” if the job is still
running, “COMPLETED” otherwise.
/image/deepfake-detection/report/{req_id}
The image deepfake detection report end-point takes a request id as input (through path),

and returns the Al-generated image detection results.

4.2.4. Video

The video end-points are used to request a service on video-based content.

/video/deepfake-detection
The video deepfake detection endpoint takes a video URL as input (through a query
parameter), and starts a video deep-fake detection job. To keep track of the status of the job
and to retrieve the finished result, it returns a request id.
/video/deepfake-detection/status/{req_id}
The video deepfake detection status end-point takes a request id as input (through path),
and returns the status of the request. The status can be “PROCESSING” if the job is still
running, “COMPLETED” otherwise.
/video/deepfake-detection/report/{req_id}
The video deepfake detection report end-point takes a request id as input (through path),
and returns the video deepfake detection results.
/video/reverse-video-search
The reverse video search endpoint takes a video URL as input (through a query parameter),
and starts a reverse video search job. To keep track of the status of the job and to retrieve
the finished result, it returns a request id.
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° /video/reverse-video-search/status/{req_id}
The reverse video search status end-point takes a request id as input (through path), and
returns the status of the request. The status can be “PROCESSING” if the job is still running,
“COMPLETED” otherwise.

° /video/reverse-video-search/report/{req_id}
The reverse video search report end-point takes a request id as input (through path), and

returns the reverse video search results.

4.2.5. Text

The text end-points are used to request a service on text-based data.

° /text/disinformation-signals-detection
The text disinformation signals detection end-point takes as input a title, a text paragraph
and the content language and returns the labels (*OFFENSIVE”, “SENSATIONAL", “HATE")
associated with the portions of the input.

° [text/check-worthy-claim-detection
The text check-worthy claim detection end-point takes as input a text paragraph and the
content language and returns a label representing the check-worthiness level of the
content provided.

° Ntext/verdict-generation
The text verdict generation end-point takes as input (through query parameters) a claim, a
fact-checking article, the number of relevant sentences, the writing style (journalistic or
social), and the language of the content, and returns a text-based verdict.

° /text/verdict-generation/styles
The text verdict generation styles end-point returns the available styles of the verdict
generation service.

4.2.6. Audio

The audio end-points are used to request a service on audio-based content, including videos.

] /audio/anomaly-detection
The audio anomaly detection endpoint takes a video URL as input (through a query
parameter), and starts an audio anomaly detection job. To keep track of the status of the job
and to retrieve the finished result, it returns a request id.

° /audio/anomaly-detection/status/{req_id}
The audio anomaly detection status end-point takes a request id as input (through path),
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and returns the status of the request. The status can be “PROCESSING” if the job is still
running, “COMPLETED” otherwise.

° /audio/anomaly-detection/report/{req_id}
The audio anomaly detection report end-point takes a request id as input (through path),
and returns the audio anomaly detection results.

° /audio/deepfake-detection
The audio deepfake detection endpoint takes a video URL as input (through a query
parameter), and starts an audio deep-fake detection job. To keep track of the status of the
job and to retrieve the finished result, it returns a request id.

° /audio/deepfake-detection/status/{req_id}
The audio deepfake detection status end-point takes a request id as input (through path),
and returns the status of the request. The status can be “PROCESSING” if the job is still
running, “COMPLETED” otherwise.

° /audio/deepfake-detection/report/{req_id}
The audio deepfake detection report end-point takes a request id as input (through path),
and returns the audio deepfake detection results.

° /audio/transcription
The audio transcription endpoint takes a video URL as input (through a query parameter),
and starts an audio transcription job. To keep track of the status of the job and to retrieve
the finished result, it returns a request id.

° /audio/transcription/status/{req_id}
The audio transcription status end-point takes a request id as input (through path), and
returns the status of the request. The status can be “PROCESSING” if the job is still running,
“COMPLETED” otherwise.

° /audio/transcription/report/{req_id}
The audio transcription report end-point takes a request id as input (through path), and

returns the audio transcription.

5. Infrastructure
5.1. System

The platform is designed to accommodate both the needs of researchers, focused on data collection

and analysis, and the requirements of the pilot, which is centred around the integration of Al tools.

As such, we deployed an infrastructure composed of two different and dedicated systems:
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e a scalable compute and storage system, dedicated to data collection, analysis and
processing;

e a dedicated, fixed size, isolated virtual machine, dedicated to the execution of the pilots.

5.1.1. Data and processing platform
The core platform for AI4TRUST is designed around containerized workloads, deployed on a
scalable, hybrid environment, which collect, transform, analyse and store data in a modern data
lakehouse.

Consequently, the computing layer is based on Kubernetes, the state-of-the-art solution for
modern cloud architectures, hosted on Azure (North Italy region).

Thanks to the scalability and efficiency of the cloud platform, we could start the environment with
a minimal configuration composed of:

e 3 server with 8 virtual cpus and 32GB Ram
e based on Ubuntu 22.04
e dynamic storage

This allows us to optimise the Total Cost of Ownership (TCO), keep the baseline costs low but at
the same time quickly scale up to handle specific tasks (e.g., experiments) or spikes in the data flow.
As of August 2024, the hardware resources are adequate for the workloads of the initial data
collection: YouTube, Telegram, and online news.

The core platform deployment is a requirement for the whole duration of the project: an expansion
plan is currently under definition, to properly plan the growth of the system and handle the

increasing amount of data and processing required from the workloads.

We plan to scale both horizontally, by adding new nodes and enlarging the storage, and vertically,

by growing the size of the machines, following the increasing compute needs of the platform.

5.1.2. Pilot hosting

The pilot, due to its target and configuration, is focused on the integration of Al tools, which are

hosted on partners’ premises and invoked via APls.

As such, the requirements for running the system are minimal, dictated only by the needs of the

frontend/backend application.

The system is thus deployed on a dedicated virtual machine, hosted in the same cloud (Azure -
North Italy region), with the following configuration:

47



LN

Horizon Europe <N
(HORIZON-CL4-2021-HUMAN-01-27 [

Al to fight disinformation) AI4TR UST

i

P
Funded by the European Union b
y, S/

www.ai4trust.eu

e 1 server with 2 virtual cpus and 8GB Ram;
e Operating system: Ubuntu 24.04;
e Storage: 30GB SSD.

Given that the application focuses on integrating external tools via APls, there are no needs for

local processing nor data storage. As such, there is no provision for scaling the system.

The deployment is currently planned for the duration of the first pilot, and will be closed after its

ending.

5.2. Repository

The following section introduces the structure of the repositories, the formalisations and design
patterns. The goal is to obtain a structured approach for repository management, environment
setup, and collaboration across multiple repositories. Additionally, it covers tracking component
compatibility and managing issues to ensure seamless integration and efficient collaboration
among partners.

For the AI4TRUST project, we use the distributed version-control system Git together with
GitHub®™.

5.2.1. Repositories organisation
GitHub facilitates the grouping of multiple repositories through organisations32. Within the

Al4TRUST project, repositories shall follow a standardised naming convention:

e AI4TRUST-WP[number]-[repository-name]: it identifies the Work Package (WP) owner
and the specific service;
e AI4TRUST-WP[number]-[repository-name]-openapi: it contains the OpenAPI

specification for the corresponding service.

Each user is assigned a set of permissions for managing their respective services, along with read -
only access to all repositories (including those they do not own). This structure enhances
collaboration and ensures project-wide visibility and awareness across all Work Packages.

31 https://github.com
32 https://docs.github.com/en/organizations
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5.2.2. Versioning
To simplify change tracking and ensure interoperability between components, a semantic
versioning®® system is envisaged. This versioning format uses three numerical identifiers to
represent the development stage of each component, as follows:

M.m.p

e Major (M): Incremented when a component introduces changes that are incompatible with
one or more linked components from the previous version;

e Minor (m): Incremented when a component introduces changes that are fully compatible
with all linked components;

e Patch (p): Incremented when a component applies a bug fix or error correction that remains

compatible with the current linked components.
This pattern helps maintain clear version control and compatibility across project components.

A compatibility matrix, included in the README file of each component (See 5.2.4), is used to track
and manage the compatibility between different components within the project. It provides a clear
overview of which versions of components work together seamlessly, ensuring that any updates
or changes maintain interoperability across the system. This matrix is crucial for avoiding conflicts

and ensuring smooth integration as the project evolves.

5.2.3. Branching

To maintain consistency across all repositories, the following workflow pattern has been defined

for branches:

e main: this is the primary branch that contains production-ready features. While it may still
contain some bugs, it is expected to be stable and runnable at all times. All major releases
are tagged from this branch;

e dev: this branch contains the latest in-development features. It is a staging area for features
that are yet to be merged into the main branch. This branch may contain bugs and there is
no guarantee of stability. It serves as an integration branch for feature development and
testing;

e dev-[feature-name]: these are temporary branches used for the development of specific
features. Although they are intended to be runnable, their stability is not guaranteed.
Multiple feature branches can exist concurrently. Once a feature is complete, the following
procedure is envisaged:

1. Pull the latest changes from the dev branch into the feature branch;

33 https://semver.org/
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2. Manually merge any conflicts and ensure the branch remains runnable;

3. After a successful merge and verification, push the feature branch into the dev
branch;

4. Delete the feature branch after merging.

5.2.4. Readme template

Each repository shall include a README file that provides an overview of the service, detailing its
scope and its connection to the Al4Trust project. Below is an example of the suggested template
for this README file (Figure 28).

# AIATRUST-WP[number]-[repository-name]
This repository is part of Task T[task-number] for the [AI4TRUST
project](https://aidtrust.eu/), an EU H2020 research and innovation funded initiative.
This component serves as..

<!-- Brief description of the aim of this service and 1link to other relevant
repositories... -=>
#it Getting Started
HitH Prerequisites
<!-- List sdk/drivers/etc and how to install (link to guides), used IDE and environment
for the development -=>
I Installation
<!-- Installation steps -->

1. Clone this repository

2. Set the following environment variables

### Usage
<l-- Running instructions -->
To run the application, execute:

1. Step 1
2. Step 2
Hit Additional information
iz Compatibility Matrix

**Note:** Versions are defined without the patch number

| Component 1 | Component 2 v
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: |
| 1.x | 2.X | |
| 2.X | 5.X | |
| | | |
Hit Documentation
<l-- Link to documentation, wiki or relevant material... -->

### Branches description
<!-- Description of the repository branches -->

### Known issues

<l-- List of known issues and workarounds. .. -->
i Authors
<l-- List of authors and the contacts for support... -->
#it Licence
<!-- Licence description or link to the licence... -=>

Figure 28 - README template

5.2.5. Issues Tracking
For issue tracking, we use GitHub Projects®*, an advanced kanban board which allows us to
organise, prioritise, and track tasks, bugs, and feature requests for each service. It enables each
service owner to monitor their progress in real-time, ensuring a structured and transparent

workflow across all project activities.

An issue can be tagged as “Bug”, “Improvement” or “Feature Request” allowing for clear distinction
between different types of tasks. These tags help prioritise issues and improve the management of
development efforts. Each issue is also assigned a priority level within its respective tag, helping to
focus on the most urgent tasks and efficiently allocate resources.

6. Integration and Deployment

This section outlines the integration and deployment processes for each component. It details the
steps for performing local integration, the deployment procedures, as well as the integration
approaches, and standards followed to ensure a positive and consistent implementation.

34 https://docs.github.com/en/issues/planning -and -tracking -with-projects/learning -about- projects/about-projects
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6.1. Integration

To enable a smoother integration, each platform component (front-end, back-end and
authentication services) along with its dependencies, binaries, libraries, and configuration files, are
bundled within a container and managed using GitHub Packages®®. This ensures that each
component functions as a standalone microservice, promoting modularity and scalability.

The front-end is built using Vite, a modern build tool that optimises the development workflow
with fast build times. The built assets are served through an Nginx server3®, which is packaged
within a container named front-end. This container ensures that the Nginx server delivers the pre-

built front-end assets consistently across different environments.

Similarly, the back-end is compiled and packaged using Maven. The resulting application is

executed within a container called back-end that runs a Java Runtime Environment.

The authentication services (Keycloak and PostgreSQL) are also managed through container

images, and act as a microservice for the back-end.
6.1.1. Local integration

During the development process, the platform components are executed on a local machine. The

setup is the following:

e Keycloak and PostgreSQL services are orchestrated locally using Docker Compose;

e Depending on the integration requirements, either both the front-end and back-end
projects, or just one of them, may be executed locally;

e If local integration is not required for the front-end or back-end, the latest images from
GitHub are used instead.

Once the development is complete, the platform components are bundled within a container, ready
to be deployed (see the following section).

35 https://github.com/features/packages

36 https://nginx.org/en/
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6.2. Deployment

The deployment server (see Section 5.1.2) is accessed via SSH, adhering to strict security
standards, including private-public key authentication. It hosts containers for the front-end, back-
end, Keycloak, and PostgreSQL, and the reverse proxy. The containers are deployed using a Docker
Compose* configuration file, which instructs the Docker Engine®® to manage and orchestrate the
services.

A visualisation of the final deployment structure is shown in Figure 29:

Al4TRUST environment

Pilot server

vV, S S S

: <> <> <—API call
x4 Reverse proxy Front-end Back-end
| [N N &

a

Vv, [ S S

Dev ——SSH——>» <>
; PostreSQL Keycloak

Figure 29 - Deployment structure

As shown, the front-end is accessed by users (via web browsers) through a reverse proxy. Built
with Nginx, this reverse proxy enables secure HTTPS connections using signed SSL certificates,
ensuring encrypted communication between clients and the server and addressing common issues
such as CORS-related problems.

The authentication flow is managed by the Keycloak and PostgreSQL containers, which are
accessed by the back-end. Each WP3 service is accessed via secure API calls, ensuring safe and
efficient communication. For development purposes, the server can also be accessed via SSH.

37 https://docs.docker.com/compose/

38 https://docs.docker.com/engine/
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7. Conclusions and Recommendations

The first version of the AI4TRUST platform is in place and operational and this deliverable provides
a detailed analysis of its parts. In particular, this document describes the frontend, analysing the
functionalities offered to the end-user and its implementation, and the backend, with a specific
focus on its implementation, the integration with the frontend and the partners’ services, and the
security measures put in place. Moreover, this document provides insights about the chosen
infrastructure and the adopted deployment process.

As a result, this report shows that the first version of the AI4TRUST platform is ready for the
forthcoming pilot evaluation that assesses the value of the employed “Al-driven data analysis
methods”. This enables the collection of end-users’ feedback, allowing to improve the above
mentioned methods that will be employed in the foreseen automated pipeline characterising the
next releases of the platform (that will be described in the forthcoming “D5.6 - AI4TRUST Platform
v2” and “Db.7 - Final AI4TRUST Platform”).
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